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Abstract 
 

The growing integration of Internet of Things (IoT) devices in healthcare networks, i.e., smart ICU beds and wearable monitors, has brought 
about massive cybersecurity issues. This paper puts forth a cloud-based Transformer model designed and optimized using a Genetic Algorithm 
for real-time anomaly detection in IoT healthcare networks. The model is tested on the IoT Healthcare Security Dataset, which comprises both 
benign and malicious traffic behaviours like DoS, spoofing, and unauthorized access. The system proposed was found to exhibit outstanding 
performance, with an accuracy of 98.35%, precision of 97.89%, recall of 98.12%, and an F1-Score of 98.00%.Extensive testing in normal and 
attack conditions revealed minimal throughput degradation, with the model utilizing resources effectively, having quick detection latencies, and 
low cloud processing overhead. These findings indicate that the system can support large-scale IoT healthcare networks with little effect on 
performance. Compared to existing models, the proposed framework demonstrates a dramatic improvement in threat detection accuracy, which 
indicates its effectiveness in detecting cyberattacks. In general, the cloud-based Transformer model with the Genetic Algorithm provides a 
scalable, efficient, and highly precise solution for securing healthcare IoT systems. The framework guarantees patient safety, improves system 
resilience, and supports proactive threat detection and response, making it an effective tool for securing contemporary healthcare environments 
against changing cyber threats. 
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INTRODUCTION 

 
The rapid digital transformation of the healthcare sector has 
brought remarkable advancements in patient care, diagnostics, 
and data management. The convergence of Internet of Things 
(IoT) devices, mobile health applications, and cloud computing 
infrastructures has created a highly interconnected ecosystem 
that enhances the efficiency and effectiveness of healthcare 
delivery [1]. These technologies have enabled continuous patient 
monitoring, remote diagnosis, and real-time data sharing 
among healthcare providers [2]. However, this growing 
interconnectedness has also exposed the industry to a range of 
cybersecurity vulnerabilities. With sensitive patient data being 
generated, stored, and transmitted through diverse digital 
platforms, healthcare systems have become prime targets for 
cyber-attacks [3]. Data breaches, identity theft, unauthorized 
access to personal health records, and ransom ware attacks 
have seen a sharp rise, endangering both individual privacy 
and institutional integrity. The unique challenges posed by 
IoT-enabled medical devices such as weak security 
configurations, limited computational capacity, and lack of 
standardization further aggravate the risks. Additionally, the 
complexity of managing and securing vast healthcare networks 
that span cloud and edge environments necessitates a robust 
and scalable approach to cybersecurity [4].  
 
*Corresponding Author: Yashwant Kumar Kolli,  
Cognizant Technology Solutions US Corp, College Station, Texas, USA. 

 
Real-time patient monitoring systems rely heavily on 
continuous data acquisition from IoT sensors and wearable 
devices, making them susceptible to data tampering, signal 
manipulation, and other forms of cyber intrusion [5]. As the 
industry moves toward smarter, data-driven decision-making, 
ensuring the trustworthiness and integrity of healthcare data 
becomes a non-negotiable priority. Traditional security 
frameworks often fall short in detecting sophisticated attacks 
that disguise themselves as normal behavior or target system 
vulnerabilities at various layers of the architecture [6]. In this 
context, there is a pressing need for intelligent, adaptive 
security solutions capable of responding dynamically to 
evolving threats. The integration of artificial intelligence, 
particularly Transformer-based architectures, offers a 
promising solution. These models are adept at analyzing 
complex temporal and contextual relationships within large 
volumes of data, enabling early detection of subtle anomalies 
and potential intrusions [7]. By incorporating optimization 
techniques such as Genetic Algorithms, the performance of 
these AI models can be further enhanced, leading to improved 
accuracy and responsiveness in threat detection. This research 
presents a comprehensive approach to addressing the security 
challenges of healthcare IoT systems [8]. It proposes an 
enhanced Transformer-based model designed to identify and 
mitigate threats in real time, offering a proactive and intelligent 
defense mechanism [9]. The architecture emphasizes multi-
layered protection, combining encryption, identity 
management, and AI-driven anomaly detection to safeguard 



sensitive patient data and critical healthcare infrastructure. By 
leveraging the strengths of cloud platforms, this model aims to 
deliver scalable, secure, and resilient cybersecurity for next-
generation healthcare environments [10]. The digitalization of 
healthcare has fundamentally transformed how medical data is 
collected, processed, and stored. With the increasing adoption 
of smart medical devices and wearable sensors, patient health 
data is continuously generated in real time. While this 
revolution in data acquisition enhances clinical insights and 
operational efficiency, it simultaneously broadens the attack 
surface for malicious actors seeking unauthorized access to 
sensitive information. Healthcare data is among the most 
valuable and vulnerable forms of digital information. Unlike 
financial or commercial data, medical records contain deeply 
personal, unchangeable information such as genetic profiles, 
chronic disease history, and biometric identifiers. Once 
compromised, such data can be exploited for identity theft, 
insurance fraud, or even political and social manipulation, 
making the stakes significantly higher for healthcare 
institutions. 
 
LITERATURE 
 
Several studies have emphasized the importance of analyzing 
hospital data breach records to identify recurring patterns in 
the nature of stolen information and the tactics used by 
attackers [11]. Such analyses provide critical insights into the 
motivations behind cyber-attacks and inform the development 
of more effective cybersecurity strategies in the healthcare 
sector. By understanding these breach patterns, healthcare 
organizations can anticipate threats and design targeted 
defenses to mitigate future incidents. With the increasing 
interconnectivity of medical devices, the vulnerability of 
healthcare systems to cybercrime has grown substantially [12]. 
Reports have highlighted the urgent need for robust 
cybersecurity measures to safeguard patient safety, as breaches 
not only compromise sensitive data but also risk disrupting 
essential medical services and eroding public trust in 
healthcare systems. The intersection of cloud computing and 
cybersecurity introduces a new layer of complexity to data 
protection in healthcare. Data breaches and cyberattacks are 
increasingly targeting cloud-hosted health information, 
necessitating the implementation of advanced security 
mechanisms such as end-to-end encryption, identity and access 
management, and AI-driven anomaly detection. Multi-layered 
security frameworks have been proposed to address these 
vulnerabilities and reinforce the role of cloud service providers 
in ensuring platform security [13]. The growing prevalence of 
ransomware attacks and hacking incidents has led researchers 
to examine current cybersecurity conditions in healthcare. 
Analysis of government data and breach reports points to a 
critical need for increased awareness and preparedness. As the 
adoption of health IT continues to rise, the threat landscape 
expands, making cybersecurity a central concern in modern 
medical practice. Innovative frameworks have been developed 
that integrate IoT, mobile devices, and cloud technologies to 
enable real-time health monitoring, such as ECG data 
acquisition. These systems often include techniques like signal 
watermarking and enhancement to prevent identity theft and 
clinical misinterpretation. Simulations and experimental 
validations suggest that these solutions are feasible and 
beneficial for remote healthcare applications [14]. Security 
issues in cloud computing environments, particularly in 
Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service 
(PaaS) layers, have been addressed through flexible 

architectures capable of integrating diverse security protocols. 
These architectures are designed to be application-independent 
and adaptable to various deployment environments, allowing 
administrators to implement security policies best suited to the 
threats at hand [15]. Proposed centralized healthcare IoT 
frameworks often utilize Fog Computing to improve system 
efficiency and security. These architectures feature secure data 
transmission from sensors to edge devices, followed by cloud 
storage and analysis [16]. They focus on ensuring proper 
authentication, device identification, and secure 
communication while tackling privacy concerns associated 
with patient data. Asynchronous data transmission mechanisms 
are used to enhance reliability and system performance. 
Security concerns in Medical Cyber-Physical Systems (MCPS) 
have also been explored through threat modeling approaches. 
These studies propose architectural models that identify threats 
at different system levels and suggest countermeasures for 
each. Emphasis is placed on understanding stakeholder roles 
and component interactions within MCPS to develop 
comprehensive, secure-by-design systems that meet hospital 
operational demands [17]. 
 
Advancements in artificial intelligence have demonstrated 
significant potential to enhance enterprise IT architectures 
through integration with cloud and DevOps platforms. AI 
plays a pivotal role in automating system operations, 
improving data quality, and reducing manual intervention. 
Through AI-powered DevOps practices, healthcare systems 
can automate deployment and testing processes, enhance 
system reliability, and increase responsiveness to emerging 
threats and operational failures. The incorporation of personal 
medical devices into IoT ecosystems has created new vectors 
for cyberattacks [18]. These devices, though efficient in 
communication, often suffer from weak security protocols and 
limited computational capabilities. Studies have identified 
critical vulnerabilities in the communication channels of 
personal medical devices and proposed preliminary strategies 
to address these security concerns, aiming to ensure safer 
healthcare delivery in evolving digital environments. 
 
IoT technologies have been widely recognized for their ability 
to transform healthcare through real-time monitoring and 
remote diagnosis. Proposed IoT-based frameworks support 
health monitoring for conditions like diabetes, heart disease, 
and kidney function. These systems collect sensor data, upload 
it to the cloud, and provide access to healthcare providers via 
mobile devices, enabling timely intervention. The architectures 
emphasize secure communication and efficient data handling 
across the healthcare lifecycle [19]. Efforts have been made to 
provide users with greater control over their personal data in 
IoT environments. Frameworks focusing on privacy 
management aim to prevent unwanted inference and data 
leakage. These solutions often feature user-centric designs that 
allow individuals to manage data sharing settings and monitor 
potential privacy risks. They empower users to make informed 
decisions about data sharing and minimize exposure to third-
party access. Privacy-preserving analytics in healthcare, 
especially within IoT and cloud-integrated systems, remains a 
major research focus. Balancing model performance with data 
protection is essential, particularly in digital health platforms 
designed for disease monitoring. The research addresses trade-
offs between data utility, system efficiency, and privacy 
preservation, seeking to maintain analytical value without 
compromising sensitive patient information [20]. The security 
and privacy challenges in IoT environments span across all 
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In this Figure 1 flowchart describes the process to deploy an 
AI-driven system for IoT healthcare network anomaly 
detection. The process begins with data pre-processing and 
collection, such as normalization, scaling, and labelling, 
followed by sequence generation. The system continues to 
optimization with TM and MFO, training and validation, 
model comparison, and deployment, with the final models 
being either an SVM or an LSTM network. A real-time 
dashboard and security features are also included in the 
deployment process. 
 
Data collection 
 
Data collection was performed through the IoT Healthcare 
Security Dataset, which mimics an IoT-facilitated Intensive 
Care Unit (ICU) setup with two beds, each having nine 
medical monitoring sensors and a Bed-Control Unit. These 
devices were created through the IoT-Flock tool to mimic real 
IoT-based healthcare communication. The data set consists of 
both benign and malicious traffic information, sampling varied 
attack patterns like DoS, spoofing, and unauthorized access. 
Network traffic log records were captured at the packet level, 
and these include granular data like IP addresses, port 
numbers, protocol flags, time gaps, and data sizes, which are 
critical to represent normal and anomaly behaviour in 
healthcare IoT systems. 
 
Data preprocessing 
 
Normalization / Scaling: Normalization or scaling scales 
input features so they are on the same scale, preventing any 
feature from dominating based on its range. Normalization 
improves the stability and performance of machine learning 
models, particularly gradient-based models like Transformers. 
Models train faster and converge better with standardized data. 
It also avoids biased learning results due to unbalanced feature 
distributions, resulting in more accurate and balanced 
predictions. 
 
Scale value ranges from [0,1], 

𝑋scaled ൌ
௑ି௑ౣ౟౤

௑ౣ౗౮ି௑ౣ౟౤

                                                             (1) 

 
This equation (1) shows the formula for normalization. 
 
Z-Score Normalization (Standardization): Z-Score 
Normalization or standardization is a data pre-processing 
method which scales numerical attributes so that their mean 
value will be 0 and standard deviation will be 1. It becomes 
necessary in cases where different units or ranges are assigned 
to the features because that could distort the learning of the 
machine learning models, especially sensitive models such as 
Transformers based on the input data's scale. Z-score 
normalization rescales each point of data with the following 
formula: 
 

𝑋scaled ൌ
௑ିఓ

ఙ
                                                                           (2) 

 
This equation (2) ensures that the resulting distribution of the 
feature has a zero mean and unit variance. 
 
Sequence Generation: Sequence Generation is an essential 
preprocessing phase of time-series modeling, particularly when 
employing sequence-based models such as Transformers. Raw 

time-series data is split here into overlapping or non-
overlapping subsequences that can be handled and learned by 
the model. This is performed with a sliding window process, 
whereby a window of a fixed size traverses the data to produce 
sequences of input and target outputs. 
 
𝑋 ൌ ሾ𝑥ଵ, 𝑥ଶ, 𝑥ଷ, … , 𝑥்ሿ(3) 
 
Equation (3) Gives a univariate time-series. 
 

Input௜ ൌ ሾ𝑥௜ , 𝑥௜ାଵ, … , 𝑥௜ା௡ିଵሿ

 Output ௜ ൌ 𝑥௜ା௡ (for prediction)  or 𝑦௜ (for classification) 
   (4) 

 
Equation (4) gives each input-output pair is generation. 
 
Labelling: Labelling is an important task in supervised and 
semi-supervised machine learning where a class or category 
label is given to every sample based on how they act. When 
dealing with healthcare security for the Internet of Things, 
labelling provides separation of ordinary behaviours and 
cybersecurity threats such as DoS, ransomware attacks, 
probing attacks, or data exfiltration attacks. 
 
Label ሺ𝑥௜ሻ ൌ

⎩
⎪
⎨

⎪
⎧" benign"  if normal 

" DoS"  if Denial of Service detected 

 "ransomware"  if encryption attack behavior detected 
⋮

  (5) 

 
In equation (5) each input sequence or log entry is explicitly 
labelled. 
 
Tokenization: Tokenization refers to the transformation of 
text-based log data e.g., device messages, network event 
descriptions, or system alerts into numerical form 
understandable by machine learning models, particularly 
Transformers. 
 
Tokens=Split(log-string,delimiters) (e.g; white-space)          (6) 
 
Equation (6) Splits text into words or symbols based on 
whitespace and punctuation. 
 
Vanilla Transformer Architecture 
 
The Vanilla Transformer is a deep learning architecture that 
can handle sequential data without depending on recurrent 
structures. It is extensively applied to tasks such as natural 
language processing, time-seriesclassification, and anomaly 
detection. 
 
Input Embedding: In the Transformer model, input 
embedding is the initial indispensable step where raw input 
data (such as words, tokens, or time-series vectors) is projected 
to a continuous vector space that the model can operate on. As 
shown in equation (7), 
 
𝐞௧ ൌ 𝑊௘ ⋅ 𝑥௧ ൅ 𝑏௘                                                                    (7) 
 
Since in equation (8) the Transformer lacks inherent order 
awareness, positional encoding is added: 
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PEሺ𝑝𝑜𝑠, 2𝑖ሻ ൌ sinቆ
௣௢௦

ଵ଴଴଴଴
మ೔
೏

ቇ

PEሺ𝑝𝑜𝑠, 2𝑖 ൅ 1ሻ ൌ cosቆ
௣௢௦

ଵ଴଴଴଴
మ೔
೏

ቇ                                        (8)          

The final input vector becomes: 
 
𝑧௧ ൌ 𝑒௧ ൅ PE௧                                                                          (9) 
 
Equation (9) is the final input. 
 
Encoder Layers: The encoder is the core building block of a 
Transformer. It transforms input embeddings into richer 
representations by capturing dependencies and interactions 
between different parts of the input sequence. 
 
Attentionሺ𝑄,𝐾,𝑉ሻ ൌ

softmax ൬
ொ௄೅

ඥௗೖ
൰ 𝑉                                                                            (10) 

 
Equation (10) computes relationships between all positions in a 
sequence. 
 
Output layer: The output layer of a Transformer model varies 
by task classification, regression, or anomaly detection. In 
healthcare IoT security, it typically outputs class labels like 
"Normal," "DoS," or "Ransomware" for supervised learning, 
or an anomaly score in unsupervised settings. This output 
comes from a fully connected layer applied to the final 
encoded representation, enabling real-time, interpretable threat 
detection. 
 
𝑧final ൌ mean൫𝑍encoder , axis ൌ 1൯ or 𝑧final ൌ 𝑍encoder ሾ0ሿ    (11) 
 
Architectural Overview: 
 
Input Side (Encoder Block): Token Embedding + Positional 
Encoding: Input tokens (words, features, or data points) are 
embedded as a dense vector first and then added with 
positional encoding to preserve sequence information. 
 
 Input encoder ൌ  Embedding ሺ𝑥ሻ ൅ PositionalEncoding ሺ𝑥ሻ           (12) 

 
This equation (12) represents the input to the encoder in a 
transformer model, where x is the input token. 
 
Stack of Encoder Layers (×L times):In the Transformer 
model, the encoder stack is made up of L identical repeated 
layers, each serving to process and perfect the input sequence 
representations. Every encoder layer has two principal 
components: a position-wise feed forward network (FFN) and 
multi-head self-attention. The input first goes through the 
multi-head self-attention process, in which every position in 
the sequence is able to attend to all other positions. 
 
MHSAሺXሻ ൌ Concat൫ head ଵ, … ,  head ℎ൯𝑊

ை                                    (13) 
 
This equation (13) represents Multi-Head Self-Attention 
(MHSA), where X is the input. 
 
Multi-Head Self-Attention: Models dependencies over the 
whole sequence by enabling each position to see all other 

positions enabling every token in a sequence to pay attention to 
all the other tokens and capture long-range dependencies well. 
Rather than computing a single attention function, the multi-
head process divides the input into several subspaces and 
computes attention independently within each, learning more 
complex patterns. 
 
Add & Norm (Residual Connections + Layer 
Normalization): Facilitates stabilization of the training and 
maintaining gradient flow. In the Transformer model, after 
each significant sub-layer for example, self-attention or feed-
forward networks an Add & Norm operation is performed to 
enhance training stability and maintain the gradient flow. First, 
a residual connection is employed where the input. 
 
𝐳′ ൌ  Sublayer ሺ𝐳ሻ ൅ z                                                                  (14) 
 
This equation (14) represents a residual connection in a neural 
network, where z' is the output, Sublayer (z) is the 
transformation applied to z, and the output is the sum of the 
transformed value and the original input z. This technique 
helps improve training by allowing gradients to flow more 
easily through the network. 
 
Position-wise Feed Forward Network (FFN): Fully 
connected layers applied to each position individually to 
provide non-linearity. As shown in equation (15), 
 
FFNሺ𝑥ሻ ൌ maxሺ0, 𝑥𝑊ଵ ൅ 𝑏ଵሻ𝑊ଶ ൅ 𝑏ଶ                                 (15) 
 
Output Side (Decoder Block): The decoder block of a 
Transformer model generates the output sequence conditioned 
on both previously generated outputs as well as the encoder 
outputs. Similar to the encoder, it has L layers stacked on top 
of each other, but now each decoder layer has three main sub-
modules. Attention is calculated as: 
 
Token Embedding + Positional Encoding: Same embedding 
and positional encoding is done to the shifted output (in case of 
tasks such as sequence generation). 
 
Token Embedding: 𝑥௜ → 𝐞௜ ∈ ℝ

ௗmodel                                   (16) 
 
This equation (16) represents Token Embedding and 
embedding vector in the model's D model-dimensional space. 
 
Add & Norm + FFN Layers: Identical to encoder, for 
stabilization and transformation. Following every self-attention 
or cross-attention sub-layer within both the encoder and 
decoder blocks, the Transformer uses Add & Norm followed 
by a Feed-Forward Network (FFN) to regularize training and 
bring in non-linearity. Add & Norm performs the following 
operations: first, it adds a residual connection i.e., it adds the 
sub-layer input back to the sub-layer output and second, it uses 
Layer Normalization: 
 
Output ൌ  LayerNorm ൫𝑥 ൅ Sublayerሺ𝑥ሻ൯                           (17) 
 
This equation (17) represents the output as the layer-
normalized sum of the input x and the sublayer output 
Sublayer (x). 
 
Final Output Layer: Linear + Soft-max: Projects the last 
hidden states to probabilities over output tokens or class labels 
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(in classification tasks).In classification problems, the last 
output layer of a Transformer computes the encoded 
representations to make understandable predictions. This is 
achieved by sending the last hidden state via a linear 
transformation (fully connected layer) to project it onto the 
output space of class logits: 
 
𝑧 ൌ 𝑊 ⋅ ℎ ൅ 𝑏                                                                                 (18) 
 
This equation (18) represents a linear transformation and It is 
commonly used in machine learning models, such as in neural 
networks. 
 
Vanilla Transformer for Hyperparameter Optimization 
 
Genetic Algorithm (GA): Genetic Algorithm (GA) is a robust 
evolutionary optimization technique based on the natural 
selection process of biological systems. It starts from a 
randomly generated population of candidate solutions e.g., 
groups of hyperparameters in a machine learning problem and 
progressively optimizes them via simulated evolutionary steps. 
The primary operators driving this process are selection, 
crossover, and mutation. In selection, those with higher 
performance, usually quantified by fitness measures like 
accuracy or loss, are chosen preferentially to create the next 
generation. Crossover (or recombination) takes pairs of parent 
solutions and creates offspring from them, possibly retaining 
the best features of the parents. The GA update step generally 
can be defined as: 
 
Offspring ൌ  Crossover ൫ Parent ଵ,  Parent ଶ൯ ൅  Mutation(Offspring ൯        (19) 

 
From equation (19),Mutation adds small, random changes to 
certain individuals, preserving diversity in the population and 
allowing the algorithm to search a wider space to prevent local 
minima with recurring rounds of assessment, choice, and 
mutation, Genetic Algorithms effectively guide the population 
towards progressively better solutions. Since they can explore 
and exploit optimally, Genetic Algorithms are ideally suited to 
highly complex, high-dimensional, or ill-understood 
optimization problems in which classical gradient-based 
methods may fail. 
 
IoT Devices and Cyber Threats 
 
Healthcare IoT devices, like ECG monitors, insulin pumps, 
intelligent ICU systems, and wearable sensors, are all made to 
acquire, transmit, and even process patient information in real 
time. These devices work within connected settings (Wi-Fi, 
Bluetooth, 5G) and may not have powerful computations and 
security controls,rendering them extremely vulnerable to 
cyberattacks. The primary issues are insecure communications, 
default passwords, legacy firmware, and weak encryption 
mechanisms. 
 
RESULTS AND DISCUSSION 
 
The Genetic Algorithm (GA) optimised the hyperparameters of 
the target machine learning model efficiently, resulting in 
dramatic accuracy gains compared to default and random 
search. The population converged steadily after about N 
generations, and mutation-maintained diversity and avoided 
premature convergence. Although GA used more evaluations 
than algorithms such as Bayesian optimisation, it was still 
scalable and computationally efficient. Its employment of 

selection, crossover, and mutation attained an excellent 
balance between exploration and exploitation. GA parameters 
needed to be precisely tuned, but as a whole, GA was a robust 
and versatile solution for high-dimensional complex 
optimization problems where conventional methods are likely 
to fail. 
 
Model Evaluation Metrics 
 
To evaluate the performance of the optimized Vanilla 
Transformer model for healthcare IoT cyber attack detection, 
several key metrics are commonly employed: 
 
Accuracy: The term "accuracy" in the context of 
recommendation systems describes how well the model 
predicts or makes suggestions overall. The ratio of accurate 
suggestions (including true positives and true negatives) to the 
total number of recommendations gives an indicator of how 
well the model performed throughout the entire dataset 
suggestions given. 
 

Accuracy ൌ
୘୔ା୘୒

୘୔ା୘୒ା୊୔ା୊୒
(20) 

 
This equation (20) gives the accuracy. 
 
A greater value of accuracy is a sign of a more precise model, 
although it might not always consider class imbalances or 
ranking quality in recommendation systems. 
 
Precision: One of the evaluation criteria used in 
recommendation systems is precision, which determines the 
proportion of true positive suggestions to all of the model's 
positive recommendations. Stated differently, accuracy 
quantifies the proportion of suggested things that are pertinent 
to the user. In certain circumstances, accuracy is very 
important where it is more expensive to produce false positives 
(irrelevant recommendations) than false negatives (missing 
recommendations). A high accuracy means that the system is 
recommending items that are largely useful and correct, 
reducing the likelihood of recommending products that are not 
found to be useful by the user. 
 

Precision ൌ
TP

TP ൅ FP
                                                                                            ሺ21ሻ 

 
This equation (21) defines the precision formula. By reducing 
the likelihood of suggesting things the user is not interested in, 
a higher precision number indicates that the system is 
providing more pertinent recommendations, which enhances 
the user experience overall. 
 
Recall: The ratio of real positive suggestions to all pertinent 
items in the dataset is known as recall. It focusses on the 
recommendation system's capacity to find and suggest as many 
pertinent topics as possible, measuring how well it captures all 
of the pertinent items. 
 

Recall ൌ
୘୔

୘୔ା୊୒
                                                                    (22) 

 
In this equation (22) gives the recall formula. High recall value 
implies the system is efficiently picking most relevant items 
but possibly still producing false positives (recommendations 
that aren't relevant). It's vital to trade-off recall and precision 
so that the system isn't just picking up relevant items, but 
making quality recommendations as well. 
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F1-Score: Precision and recall are combined into a single 
metric called the F1-Score, offering a balance between the two. 
This is especially helpful if there is an imbalanced class 
distribution, or if both false negatives and false positives have 
an equally high significance. 
 
The mathematical expression for F1-Score is: 
 

F1-Score ൌ 2 ൈ
 Precision ൈ Recall 

 Precision ା Recall 
                                            (23) 

 
The ratio of relevant things advised out of all recommended 
items is called Precision in equation (23) and the Recall is the 
proportion of recommended relevant items to all relevant 
things in the data set. When data sets are unbalanced or when 
both accuracy and fairness are important considerations, the 
F1-Score provides a more equitable metric than accuracy. It is 
important to consider both false positives and false negatives. 
A higher F1-Score indicates that the recommendation model is 
performing better overall. 
 
Detection Latency (Cloud-related): Detection latency is the 
time interval between the occurrence of a cyberattack and the 
system's successful identification and detection of it. In 
healthcare IoT, low detection latency is important since 
delayed attack detection (such as ransomware or DoS) can 
result in life-threatening disruptions. The equation (24) shows, 
 
Detection Latency ൌ  Detection Timestamp െ  Attack Start Timestamp      (24) 
 
This equation (24) calculates the detection latency by 
subtracting the attack start timestamp from the detection 
timestamp, representing the time taken to detect the attack. 
 
Throughput: Throughput is the number of properly handled 
data samples per second by the IoT healthcare system during 
normal and attack scenarios. High throughput guarantees all 
medical device communications (e.g., updates on heart rate, 
insulin level) are processed in a timely manner, with no 
bottlenecks. 
 

Throughput ൌ
 Number of Processed Packets 

 Total Time (seconds) 
                                  (25) 

 
This equation (25) calculates the throughput by dividing the 
number of processed packets by the total time (in seconds) 
taken for processing. 
 
Packet loss: Packet loss is a measure of how many data 
packets were lost during the transmission between computers, 
cloud servers, or over the network. Packet loss impacts data 
reliability and integrity, which are essential in healthcare IoT 
where losing a few readings (such as oxygen saturation levels) 
may be critical. 
 
Packet Loss ሺ%ሻ ൌ ቀ

 Number of Lost Packets 

 Total Sent Packets 
ቁ ൈ 100                                                  (26) 

 
This equation (26) calculates packet loss as the percentage of 
lost packets divided by the total sent packets, multiplied by 
100. 
 
Anomaly Detection Rate: Anomaly Detection Rate (ADR) 
quantifies how well the model detects anomalies (attacks or 
unwanted activities) versus the number of total anomalies. A 

high ADR guarantees that most attacks are detected, reducing 
the likelihood of an undetected intrusion. 
 
Anomaly Detection Rate (\%) ൌ

ቀ
 True Positives (TP) 

 True Positives (TP) ା False Negatives (FN) 
ቁ ൈ 100                              (27) 

 
This equation (27) calculates the Anomaly Detection Rate as 
the percentage of true positives (TP) out of the sum of true 
positives (TP) and false negatives (FN), multiplied by 100. 
 
Performance Evaluation of vanilla transformer: Table 1 
shows the performance metrics of the Transformer-based 
model implemented for IoT healthcare security. The model had 
an impressive accuracy of 98.35%, precision and recall of 
97.89% and 98.12%, respectively, showing robust detection of 
cyber-attacks with low false alarms. The F1-Score of 98.00% 
demonstrates excellent overall performance, while the anomaly 
detection rate of 97.67% shows its robustness in detecting 
abnormal behaviour. These findings illustrate the model's 
stability for real-time threat tracking in cloud-integrated 
healthcare systems. In this table 1, 

 
Table 1. Model Performance Metrics for IoT Healthcare Security 

Framework 
 

Metric Value (%) 

Accuracy 98.35 
Precision 97.89 
Recall 98.12 
F1-Score 98.00 
Anomaly Detection Rate 97.67 

 
Table 2 is a comparison between IoT device performance 
under regular and cyberattack scenarios. Under attacks, 
throughput decreases from 2400 to 1800 packets/sec, packet 
loss increases dramatically from 0.5% to 8.3%, and CPU and 
memory consumption increase dramatically. The sensor delay 
also increases dramatically from 100 ms to 250 ms, showing 
significant communication and resource degradation during 
malicious behaviour. These changes demonstrate the 
significant effect of cyberattacks on IoT healthcare system 
stability and responsiveness. 
 

Table 2. IoT device communication and performance metrics 
under normal and attack conditions 

 

Metric Normal Condition Under Attack 

Throughput (packets/sec) 2400 1800 
Packet Loss (%) 0.5 8.3 
Device CPU Usage (%) 15 45 
Device Memory Usage (%) 30 55 
Average Sensor Delay (ms) 100 250 

 
Table 3 defines important cloud-side performance measures 
that are relevant to threat detection and system effectiveness. 
Detection latency is 500 ms, and the cloud processing time is 
320 ms, indicating the rapid analysis of IoT traffic data. The 
inference time for the model is significantly low at 75 ms, 
allowing prompt anomaly prediction, and alerting is done in 
180 ms for timely intervention. Storage prices are maintained 
low at $0.023 per GB, focusing on affordability. These 
findings authenticate the system for providing quick, scalable, 
and cost-effective cloud-based security monitoring for IoT 
health environments. 
 
 

6798                                    International Journal of Science Academic Research, Vol. 04, Issue 12, pp.6792-6800, December, 2023 



T

 
Prec
Reca
IoT h
a dis
Preci
 
 P

c
 R

c
 
In st
IoT h
ROC
ident
 

F

 
Whe
indic
more
Clas
0.10)
sneak
 
Conf
perfo
benig
in an
right
misc
samp
spoo
like1
samp
class
 
Prop
(Figu
comp
integ
the m

6799

Table 3. Cloud-

Me

De
Cl
Al
Sto
Mo

cision-Recall 
all (PR) Curv
healthcare sec
stinct attack c
ision (AP) val

Precision indi
cases were ind
Recall indicate
correctly predi

trongly imbala
healthcare), P

C curves since
tify rare but im

Figure 2. Preci

ere Class 0 (p
cates the max
e efficiently t
s 2, Class 3)
), suggesting 
ky attack type

fusion matr
ormance of t
gn and malici
n IoT health 
t) indicate corr
classifications 
ples, 230 DoS
ofing attacks c
10 benign sam
ples predicted
sified as benig

portional Con
ure 4) show
ponents to th
grated IoT hea
most promine

                           

-side security a
healthcare 

etric 

etection Latency (
oud Processing T
lert Generation D
orage Cost (per G
odel Inference Ti

curves: Thi
ves for a mul
curity data. Ea
class (Class 0
lue for each cl

icates how m
deed correct. 
es how many o
icted. 

anced datasets
PR curves are
e they emphasi
mportant even

ision-recall cur
dete

presumably th
ximum AP of
than other cl

) indicate low
additional m

es. 

rix: This con
the trained T
ous behaviors
setting. Diag

rect classifica
(errors).The 

S attacks, 170
correctly. Ther
mples incorre
d as ransomw
gn and 5 as spo

ntribution of
ws the cont
he overall p

althcare securi
ent componen

         Internation

and processing
framework 
 

Valu

(ms) 500 
Time (ms) 320 

Delay (ms) 180 
GB) $0.0
ime (ms) 75 

is Figure 2 d
lticlass classi
ach of the curv
0 to Class 3),
lass is shown 

many of the 

of the actual p

s (such as ano
e usually more
ize more the m

nts (cyberattac

 

rves for multic
ction 

he most com
f 0.49, which 
lasses. Other 

wer AP values
model fine-tun

nfusion matr
Transformer m
s (DoS, Ranso
gonal cells (to
ation. Off-diag

model class
0 ransomware
re were minor
ectly predicted
are, 5 instanc
oofing. The F

f Latency: Th
tribution of 

processing tim
ity system. De
nt in the pipe

nal Journal of Sc

g metrics for Io

ue 

023 

depicts Preci
fication mode
ves correspon
, and the Ave
in the legend.

predicted pos

positive cases 

omaly detectio
e informative 
model's capaci
cks). 

class IoT attack

mmon attack c
implies dete
classes (Cla

s (0.25, 0.19,
ing for small

rix illustrates
model to cla
omware, Spoo
op-left to bot
gonal cells ind
sified 470 be
e attacks, and
r misclassifica
d as DoS,10 
ces of ransom
igure 3 shows

he pie chart b
various lat

me in the cl
etection Laten
eline, contrib

cience Academic 

oT 

ision-
el on 

nds to 
erage 
. 

sitive 

were 

on in 
than 

ity to 

 

k 

class) 
ection 
ass 1, 
, and 
ler or 

s the 
assify 
ofing) 
ttom-
dicate 
enign 
d 100 
ations 

DoS 
mware 
s, 

below 
tency 
loud-

ncy is 
uting 

46.5
29.8
envi
indic
Mod
that 
obse
poin
incre
life-
 

Fi

 

Figu

Clou
horiz
clou
secu
beca
Proc
com
traff
the 
Infer
Tran
Cost
effec
visu
tryin
over

Research, Vol. 0

5% of the over
8%, indicating
ironment. Al
cating the tim
del Inference 

the Transfo
ervations aid
nting out the n
ease the syste
critical health

igure 3. Confu

ure 4. Proportio

ud-side secu
zontal bar cha

ud-side perfo
urity framewor
ause it takes 
cessing Tim

mputational w
fic. Alert Gene
system in gen
rence Time 
nsformer mod
t ($0.023/GB
ctiveness in 

ualization ena
ng to lower de
rall system res

04, Issue 12, pp.6

rall delay. Clo
g the time take
lert Generati
me taken to 
Time is the s

ormer model 
d in pinpoin
necessity to op
em's responsi

hcare environm

sion matrix for
dete

onal contribut
pipelin

urity and ef
art that makes
ormance mea
rk. Detection 
most time to

me (320 ms
workload requ

eration Delay 
nerating alarm

(75 ms) un
del to make in
B) is relat

cloud stor
ables us to f
etection and p
sponsiveness. 

6792-6800, Decem

oud Processin
en for data an
ion Delay c

alert about 
smallest part 
itself is qui

nting bottlen
ptimize detect
iveness in rea
ments. 

 

r transformer-
ection 

 

tion of latency 
ne time 
 

fficiency me
s a comparison
asures of th

Latency (500
 detect poten
s) is next, 

uired to analy
(180 ms) illu

ms after threa
nderscores th
stantaneous p
tively low, 
rage. The 

focus optimiz
processing late

mber, 2023 

g Time contri
nalysis in the 
constitutes 16

identified th
at 7.0%, refle
ite efficient. 
necks particu
tion mechanis
al time, critic

-based IoT atta

components to

etrics: This 
n between diff
e IoT healt

0 ms) is the hi
ntial threats. C

illustrating 
yse incoming
strates the spe

at detection. M
he speed of

predictions. St
exhibiting 

below Figur
zations particu
encies to max

ibutes 
cloud 
6.7%, 

hreats. 
ecting 
Such 

ularly 
ms to 
cal to 

 
ack 

 

o total 

is a 
fferent 
thcare 
ighest 
Cloud 

the 
g IoT 
eed of 
Model 
f the 
torage 

cost-
re 5 
ularly 
imize 



 
CON
 
The 
exce
Preci
and 
ident
make
healt
capa
opera
 
Futu
 
 
and 
on lo
 
for d
AI m
 
inter
secur
opera
 
the f
real 
worl
 
REF
 
1. A

P
S
D

2. D
S
H
A

3. A
Z
a
M

4. F
(2
Io
J

5. T
R

6800 

Figure 5. Cl

NCLUSION A

suggested Tra
llent perform
ision of 97.89

strong det
tification of 
es it extrem
thcare setups

ability to pro
ational stabilit

ure Works 

Lightwei
optimize AI m

ow-resource Io
Adversar

defence agains
models into mi

Explaina
rpretability tec
rity decision 
ators. 

Real-wor
framework in
IoT device n
d conditions. 

ERENCES 

Alan, J., & Lia
Powered S
Systems. Interna
Digital Systems,
Das, J. (2020). 
Scalable Infras
Healthcare Solu
Analytical Revie
Adil, M., Khan, 
Z. (2022). AI-dr
nd future res

Magazine, 13(1)
Firouzi, F., Far
2020). AI-drive
oT-based smar

Journal, 9(8), 55
Tanikonda, A., 
R. (2022). Adv

                           

loud-side secur

AND FUTUR

ansformer-bas
mance with an

9%, and a Re
tection pow
cyber threats

mely effectiv
s. The findin
ovide robust, 
ty of critical m

ight Model D
models to pro
oT devices (ed
rial Attack R
st adversarial m
isclassifying m
able AI (
chniques to of
in order to d

rld Clinical 
n live hospital
networks to a

am, M. (2020)
Strategies 
ational Journa
 9(01), 20-33. 
Leveraging C

structure and 
utions. Internat

ews, 7, 504-514
 M. K., Farouk
riven EEC for h
search directio
), 39-47. 
rahani, B., Ba
en data monet
t and connecte
581-5599. 
Pandey, B. K.,
vanced AI-Dri

        Internation

 

rity and efficie

RE WORKS 

sed AI securit
n Accuracy o
ecall of 98.12
er guarantee
 and low fal

ve for secu
ngs confirm 
real-time pr

medical system

Deployment: 
ovide real-tim
dge computing
Resistance: C
machine learn
malicious activ
(XAI) Integ
ffer clear exp
develop trust 

Validation: 
l or clinical e
assess perform

). Protecting H
for Secur
l of Computati

Cloud Computin
Data Secur

tional Journal
4. 
k, A., Jan, M. A
healthcare IoT:
ons. IEEE Con

arzegari, M., &
ization: The ot

ed health. IEEE

, Peddinti, S. R
iven Cybersec

nal Journal of Sc

ency metrics 

ty system prov
of 98.35%, a 
2%. This bala
es both co
lse alarms, w

uring IoT-ena
the framew

rotection with
ms. 

Further comp
me threat dete
g). 

Create mechan
ning attacks to
vities. 
gration: Inc
planations of e

among health

Test and val
environments 
mance under 

Healthcare Data
ring Distri
ional Intelligen

ng for Medica
rity for Adva
l of Research

A., Anwar, A., &
: Security chall
nsumer Electr

& Daneshmand
ther face of da
E Internet of T

R., & Katragadd
curity Solution

cience Academic R

 

vides 
high 

anced 
orrect 
which 
abled 

work's 
h the 

mpress 
ection 

nisms 
o fool 

clude 
every 
hcare 

lidate 
with 
real-

a: AI-
ibuted 
nce in 

al AI: 
anced 

h and 

& Jin, 
enges 
ronics 

d, M. 
ata in 

Things 

da, S. 
ns for 

P
E

6. T
K
I
N
A

7. P
L
J

8. F
c
d
1

9. O
O
C
m
S

10. A
E
J

11. F
M
f
s
J

12. M
r
m
P

13. M
A
P
a

14. C
O
s
o
R

15. B
p
r

16. K
c
t
w
3

17. P
A
S
S

18. M
B
C
J

19. C
D
o
S

20. P
H
P

21. C
D
o

22. Z
&
b
1

 

*********

Research, Vol. 0

Proactive Thr
Ecosystems. Jou
Talla, R. R., M
Kothapalli, S.
Identification 
Networks in 
America, 2(1), 
Patell, J. (202
Leading the Wa
Journal of Engi
Firouzi, F., F
convergence an
driven Interne
101840. 
Oladosu, S. A.,
O., & Afolabi, 
Conceptualizing
multi-cloud da
Science and Tec
Avuthu, Y. R. (
Explainability, 
Journal of Scien
Firouzi, F., Jian
M., Song, J., &
fog–cloud, and
study in healt
Journal, 10(5), 
Mensah, F. (20
risks and 
mechanisms. In
Practice (IJNRP
Min-Jun, L., & 
Addressing Ran
Protocols. Inter
and Developme
Chianumba, E. 
Osamika, D. (2
strengthen hea
outcomes. Journ
Research, 3(1), 
Butpheng, C., 
privacy in IoT-
review. Symme
Kumar, S., Rau
collaborative fra
things (AI-IoT)
workers. Interna
337-345. 
Ponnusamy, V.,
AI‐Driven Inf
Services, and 
System. Smart S
Mosaddeque, A
B. (2022). The 
Cybersecurity S
Journal of Socia
Chawla, G., &
Data Security in
on Intelligent 
Springer Nature
Pemmasani, P. 
Healthcare Ne
Protection. The 
Carl, A., & Bill
Data Security w
of Computation
Zulkifl, Z., Kha
& Almuhaideb,
based adaptive
15644-15656. 

* 

04, Issue 12, pp.6

reat Detection
urnal of Scienc
anikyala, A., N
, &Kamisetty
System: Imp
Cloud Envir

17-31. 
0). Prospects 
ay for Safe and
ineering & App
Farahani, B., 
nd interplay of
et of Things 

 Ige, A. B., Ike
A. I. (2022). R
g a unified se
ata centers. Op
chnology, 5(2), 
(2021). Trustwo
Fairness, and S
ntific and Engin
ng, S., Chakraba
&Mankodiya, K
d blockchain: C
thcare and m
3686-3705. 
22). AI in heal

benefits 
nternational Jo
P), 7, 16-28. 
Ji-Eun, P. (202

nsomware Thre
rnational Journ
ent, 4(6), 1927-1
C., Ikhalea, N.,

2022). Integrati
althcare data 
nal of F
124-129. 
Yeh, K. H., &
-cloud-based e-
etry, 12(7), 1191
ut, R. D., & N
amework by us
) in COVID-19
ational Journal

, Vasuki, A., Cl
formation and

Applications 
Systems for Ind

A., Rowshon, M
Role of AI an

Systems in the
al Sciences, 1(2
 Rizvi, S. W. 
n Cloud Enviro
Vision and 

e Switzerland. 
K., & Henry, 

etworks: A N
Computertech,

ly, L. (2022). H
with Graph-Ba
al Intelligence 

an, F., Tahir, S.
, A. M. (2022)
 security for 

6792-6800, Decem

n and Resp
ce & Technology
Nizamuddin, M
y, A. (2021). 
plementing M
onments. NEXG

of Cloud-Driv
d Secure AI. In
lied Sciences, 8

& Marinšek
f edge, fog, an

(IoT). Inform

e, C. C., Adepo
Revolutionizing 
ecurity framew
pen Access R

086-076. 
orthy AI in Clou
Security in AI-
neering Researc
arty, K., Faraha

K. (2022). Fusio
Challenges, so

medicine. IEEE 

lthcare cybersec
of int

ournal of Nur

20). Cybersecur
eats with AI and
nal of Trend in
1945. 
, Mustapha, A. 
ing AI, blockch

security, pri
Frontiers in 

& Xiong, H. (
-health systems
1. 
arkhede, B. E. 

sing artificial in
9 pandemic situ
l of Healthcare

lement, J. C., &
d Communica

for Next‐Ge
dustrial Applica
M., Ahmed, T., 
nd Machine Le
e US Healthca
2), 70-81. 

A. (2022, No
onment. In Inter
Computing (pp

D. (2021). Zer
New Standard 
, 21-27. 

Healthcare Meet
sed Learning. I
in Digital Syste
, Afzal, M., Iqb
). FBASHI: Fu
healthcare IoT

mber, 2023 

onse in Com
gy, 3(1). 
., Kommineni, 

Intelligent T
Multi-Layer Se

G AI Review

ven Deep Lea
ternational Res
8(3), 10-55083.
k, A. (2022).
nd cloud in th

mation Systems

oju, P. A., Amo
data center sec

work for hybri
esearch Journ

ud MLOps: En
Driven Applica
ch, 8(1), 246-25
ani, B., Danesh
on of IoT, AI, 
olutions, and a

Internet of T

curity: Balancin
elligent de
rsing Research

rity in the Clou
d Advanced Se

n Scientific Res

Y., Forkuo, A. 
hain, and big d
ivacy, and p

Multidiscip

(2020). Securit
s—A comprehe

(2020). A pro
ntelligence-inter
uation for heal

e Management, 

& Eswaran, P. (2
ation Technol
neration Heal

ations, 1-32. 
Twaha, U., & 

earning in Fort
are Industry. In

ovember). Heal
rnational Confe

p. 245-253). C

ro Trust Securi
for Patient 

ts AI: Enhancin
International jo
ems, 11(01), 53
bal, W., Rehma

uzzy and block
Ts. IEEE Acce

mplex 

H. P., 
Threat 
ecurity 
w of 

arning-
search 
 
 The 

he AI-
s, 107, 

oo, O. 
curity: 
d and 

nal of 

suring 
ations. 
55. 

hmand, 
edge–

a case 
Things 

ng the 
efense 
h and 

ud Era: 
ecurity 
search 

Y., & 
data to 
patient 
plinary 

ty and 
ensive 

oposed 
rnet of 
lthcare 
13(4), 

2022). 
logies, 
lthcare 

Babu, 
tifying 
nverge 

lthcare 
erence 
Cham: 

ity for 
Data 

ng Big 
ournal 
-76. 

an, A., 
chain-
ss, 10, 


