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Abstract

This paper provides an overview of the threats to cyber security of Bring Your Own Device (BYOD) practice in the workplace and the strategies
can be taken to mitigate those threats. Many organizations are adopting the BOYD practice where employees can use their personal devices such
as laptops, smart phones, etc. for job-related work. While the BOYD has many benefits from both employer and employee perspective, the
practice may cause many cyber security risks too. Many organizations and their employees overlook the potential challenge the practice may
create to data security, privacy, and confidentiality. This review-based paper focuses on the BYOD practice related to cyber security threats in
the workplace. This article also addresses the strategies organizations can implement to reduce the cyber security risks in BYOD practice. This
study may help organizations to effectively manage their employees’” BYOD practice by developing and implementing appropriate BYOD

policies in their organization.
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INTRODUCTION

As mobile technology has become a part of everyday life, in
many organizations, employees use their own devices to access
organizational data to do their job-related work. Employees are
increasingly using their personal devices for work (Gokce and
Dogerlioglu, 2019). This practice is known as Bring-Your-
Own-Device (BYOD), which allows employees using their
personal mobile devices such as laptops, smart phones, etc. to
access organizations’ data resources such as emails, files,
databases, etc. for work connecting through the corporate
network (Petersen et al., 2020,Gokg¢e and Dogerlioglu, 2019,
Zhiling et al, 2019). A survey shows that 72% corporate
businesses allow their employees using personal devices to
connect to the corporate networks and 87% allow employees
using personal devices for organizational works (Zhiling et al.,
2019). Globally about 75% organizations adopt BOYD
practice. In some sectors, about 85% employees use their
personal devices to access work-related sensitive data (Downer
and Bhattacharya, 2022). It has been predicted that in 2022
around ten billion employee-owned personal mobile devices
will be used for work (Palanisamy et al., 2022)and the BYOD
practice will reach nearly $367 billion (Blair, 2018).
Emergency situations, such as Covid pandemics promote the
BYOD practice even more when the organizational devices are
not remotely accessible to employees to continue
communication for work because of social distancing (Barlette
et al, 2021). However, although BYOD practice seems
beneficial, there are some serious cyber security issues faced
by both employers and employees (Blair, 2018, Gok¢e and
Dogerlioglu, 2019) from different perspectives.
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For the organizations, BYOD practice can cause many cyber
security risks including unauthorized access, data leaks,
malware attacks, data compromise, loss of control over
organizational data leading to complete data loss and
confidentiality (Mitrovic et al, 2014). From employee
perspective, they are worried about keeping their expected
privacy regarding the personal information on their device
(Olalere et al., 2015). Hence, the BYOD cyber security issue
has become a point of focus for many organizations as BYOD
has become prevalent in workplaces (Musarurwa et al., 2018).
In this context, this paper assesses the cyber security risks in
BYOD practice and the organizational strategies to address the
cybersecurity threats. Analyzing the available literature on
BYOD practice, this study identifies the cyber security risks,
challenges, and mitigating strategies of the cyber security risks
caused by practicing BYOD policy.

Cyber security risks of BYOD

Although BYOD practice is beneficial for both organizations
and employees, it can cause security risks too. The practice
comes with a cost because if employee-owned mobile devices
are lost, stolen, or hacked; it may cause security breaches with
potential disastrous consequences as the device has access to
the critical and sensitive corporate data (Yang ef al., 2019). In
addition to the possibility that employee-owned mobile devices
can be easily lost or stolen, those devices may not be properly
equipped with security protections such as anti-virus software,
patches, updated firmware and configuration (Zhiling et al.,
2019). Consequently, BYOD practice can create serious
security risks for organizations as well as employees (Gokge
and Dogerlioglu, 2019). The security concern for organizations
includes mobile device loss, data contamination and data
leakage that may cause financial and reputational cost for an
organization (Palanisamy et al., 2022). In BOYD practice, one
of the most serious security challenges for an organization is
that organizational data is being delivered to employee-owned
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devices that are not managed by the organization’s IT
department. This has effects on security such as data leakage,
data theft, and regulatory compliance (Olalere et al., 2015).
The lack of control over employees’ personal mobile devices,
which may have sensitive organizational data, make it one of
the serious cyber security challenges for organizations. The
cyber security threats may also include lack of security
features in employee-owned mobile devices, data leakage in
shared media, infected data, and new forms of malware
targeting mobile devices (Wani et al, 2020). Employee
personal mobile devices are not designed for business purposes
and may not have a sufficient level of security features that
added more security risks of malware attack and data loss
(Hovav and Putri, 2016). A study shows that in 2017
employee-owned mobile devices were responsible for 51% of
corporate data breaches (Barlettea er al, 2021). From
employee perspective, the BYOD practice can be intrusive that
may interfere with their privacy and personal data security
(Annansingh, 2021). In addition, BYOD related cyber security
issues increase the threats to organizational data because
employee-owned mobile devices can be connected to different
types of networks including cloud computing that often located
in public cloud computing;hence, become more vulnerable to
malware, viruses, unauthorized access and cyber-attacks.
Especially, employees’ Internet of Things (IoT) connected
mobile devices used for work may worsen the cyber security
situation. Furthermore, since employees own the mobile
devices, it is more difficult for employers to monitor
employees’ usages of devices and their compliance with
organizational policies and regulations. All this can cause
security failure in data level, functional and system level, and
eventually service level of the organization (Barlette, et al,
2021).

Strategies to mitigate BYOD-based
Cyber security risks

In the face of such serious cyber security threats, appropriate
technical, behavioral, and organizational measures need to be
taken against any deliberate or accidental corporate data loss or
damage (Annansingh, 2021). The reviewed literature on
BOYD practice suggests different strategies to ensure secure
BYOD practice in the workplace. Those include: device and
application security, employee awareness and training, BYOD
related cyber security policies.

Strategies to Mitigate BYOD Cyber
Security Risks

Cyber Security Awareness
and Training

Device and Application
Security

BYOD Security Policies

Figure 2. Strategies to Mitigate Cyber Security Risks in
BOYD practice

Device and Application Security

Install and Update Security Tools: Despite the benefits, in
BYOD practice, organizations have less control over
employee-owned mobile devices that are used for accessing
the corporate data and are more exposed to cyber-attacks.
Consequently, employee-own devices that have access into the
corporate network should be assessed for wvulnerabilities

(Annansingh, 2021). To ensure the mobile device and
applications installed in it are secure, security tools such as
antivirus, antimalware, antispyware, or anti-phishing tools
needto be installed and regularly checked to protect
organizational data (Wani et al., 2020). Organizations must
ensure that in BOYD practice, the device must meet the
standard of authentication as well as protection against
malware to prevent data leakage (Jamal ef al.,, 2020). A user’s
guide to BYOD security published in NIST reported that to
secure employee-owned device used in BYOD practice,
employees should use a combination of security software, such
as antivirus software, personal firewalls, spam filtering, and
popup blocking, to stop most attacks, especially malware.
Employees must secure their personal devices based on the
security recommendation from the device’s manufacturer. The
operating systems and important application software, such as
web browsers, emails, instant messages, and security features
in the device used in BOYD practice should be regularly
updated on a weekly, if not daily basis (Souppaya and
Scarfone, 2016).

Configurations: Configure primary applications can filter out
the malicious content and activity; therefore,install
configuration applications in the device used in BOYD
practice to support security measures to block malicious
attacks. Disable unnecessary network features and configure
wireless networks securely on the device used in BOYD
practice. Disable network connection when the mobile device
used in BOYD practice is not in use. Configure remote access
software  following organizational requirements and
recommendations stated in their policy. Also, to access the
organizational data and resources, use an isolated, protected
and encrypted network environment that is supported and
managed by the organization (Souppaya and Scarfone, 2016).

Cyber Security Awareness and Training

People’s knowledge, skills and understanding of cybersecurity,
as well as their experiences, perceptions, attitudes and beliefs,
are the main influencers of their behavior in this regard (Bada
and Nurse, 2019). Developing awareness of cyber security
threats and how to protect corporate data, is an essential
component of organizational cybersecurity strategy.
Organizations cannot assume employees will independently
protect their mobile devices and the networks they connect to
in BOYD practice, if there is an absence of training that
specifies the basic security mechanisms and threats to be aware
of (Downer and Bhattacharya, 2022). Literature shows that
employee awareness of cyber security risks in BYOD practice
has positive impacts. Therefore, it is important to develop
training programs that raise employees’ awareness of their
rights, responsibilities, and procedures to follow in BOYD
practice. The training program should also focus on the
importance of cyber security and consequences of its threat
(Hovav and Putri, 2016). But an organizational attempt to
monitor employees’ personal devices could be perceived by
the employees as a threat to their privacy (Hovav and Putri,
2016). Therefore, in BYOD practice, organizations must
involve their employees into their overall cyber security
strategy as employees could be the weakest security link
(Veljkovic and Budree, 2019). The employees should get
regular training that includes the norm in social media usage,
how to protect the personally identifiable information, creating
strong password and privacy settings, etc. (Jonathan and Misra,
2016). The awareness training can be in-person, online, staff
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meetings, newsletters, posters, team discussions, etc. (Wani et
al., 2020).

BYOD Security Policies

As with any cyber security policy, it is crucial in BYOD
practice to have a cyber security framework that can reduce the
risk of unauthorized access, intrusion and data leakage while
limiting the impact on employee freedom, flexibility,
convenience, and privacy. Developing a proactive and
integrated security policy regarding BYOD practice helps
organizations stay ahead of any risk of cyber-attacks
(Annansingh, 2021). Therefore, as a strong measure to control
security breach in BYOD practice, organizations should have
appropriate policy regulating BYOD practice (Palanisamy et
al., 2022). Organizations adopting BOYD must have a clear
security policy regarding BYOD practice based on their
business requirements, productivity and the level of security
required in the organization (Vorakulpipat et al., 2017). The
findings in current literature show that a practical approach to
ensure cyber security is to develop a comprehensive BYOD
related security policy that would balance between employees’
convenience and their organizational data security (Kadimo et
al., 2018).Active and uniform enforcement of BYOD policy in
the workplace is the best mechanism to mitigate legal or
reputational risks of organization (Blair, 2018). However, there
is a lack of effective cyber security policy regarding BYOD
practice. A study shows that only 40% of employees were
subject to regulations regarding personal devices used for work
(Barlettea et al, 2021). For that purpose, effective BYOD
related cyber security strategy and policy are necessary in
organizational, application, and device level for BYOD
practice in the workplace (Zhiling et al., 2019).

Effective BYOD practice is possible only with a
comprehensive security policy that defines the devices and
software to support, employee’s role-based access to data
resources, level of risk organization is willing to take,
employee privacy, etc. (Jonathan and Misra, 2016). It may
require organizations to review and change their existing IT
policies (Musarurwa et al., 2018). Organization should review
whether its current cyber security policy addresses the BYOD
practice. Otherwise, they must revise the policy to outline the
rules, laws and practices that include the organizational right to
check employee-owned devices, when necessary, in BOYD
practice. As with any cyber security policy, it is crucial in
BYOD practice to have a cyber security framework that can
reduce the risk of unauthorized access, intrusion and data
leakage while limiting the impact on employee freedom,
flexibility, convenience, and privacy. Developing a proactive
and integrated security policy regarding BYOD practice helps
organizations stay ahead of any risk of cyber-attacks
(Annansingh, 2021). Therefore, as a strong measure to control
security breach in BYOD practice, organizations should have
appropriate policy regulating BYOD practice (Palanisamy et
al., 2022). Organizations adopting BOYD must have a clear
security policy regarding BYOD practice based on their
business requirements, productivity and the level of security
required in the organization (Vorakulpipat et al., 2017).

The findings in current literature show that a practical
approach to ensure cyber security is to develop a
comprehensive BYOD related security policy that would
balance between employees’ convenience and their
organizational data security (Kadimo et al., 2018). Active and

uniform enforcement of BYOD policy in the workplace is the
best mechanism to mitigate legal or reputational risks of
organization (Blair, 2018). However, there is a lack of
effective cyber security policy regarding BYOD practice. A
study shows that only 40% of employees were subject to
regulations regarding personal devices used for work
(Barlettea er al, 2021). For that purpose, effective BYOD
related cyber security strategy and policy are necessary in
organizational, application, and device level for BYOD
practice in the workplace (Zhiling et al., 2019).

Effective BYOD practice is possible only with a
comprehensive security policy that defines the devices and
software to support, employee’s role-based access to data
resources, level of risk organization is willing to take,
employee privacy, etc. (Jonathan and Misra, 2016). It may
require organizations to review and change their existing IT
policies (Musarurwa et al., 2018). Organization should review
whether its current cyber security policy addresses the BYOD
practice. Otherwise, they must revise the policy to outline the
rules, laws and practices that include the organizational right to
check employee-owned devices, when necessary, in BOYD
practice. As with any cyber security policy, it is crucial in
BYOD practice to have a cyber security framework that can
reduce the risk of unauthorized access, intrusion and data
leakage while limiting the impact on employee freedom,
flexibility, convenience, and privacy. Developing a proactive
and integrated security policy regarding BYOD practice helps
organizations stay ahead of any risk of cyber-attacks
(Annansingh, 2021). Therefore, as a strong measure to control
security breach in BYOD practice, organizations should have
appropriate policy regulating BYOD practice (Palanisamy et
al., 2022). Organizations adopting BOYD must have a clear
security policy regarding BYOD practice based on their
business requirements, productivity and the level of security
required in the organization (Vorakulpipat et al., 2017).

The findings in current literature show that a practical
approach to ensure cyber security is to develop a
comprehensive BYOD related security policy that would
balance between employees’ convenience and their
organizational data security (Kadimo et al., 2018). Active and
uniform enforcement of BYOD policy in the workplace is the
best mechanism to mitigate legal or reputational risks of
organization (Blair, 2018). However, there is a lack of
effective cyber security policy regarding BYOD practice. A
study shows that only 40% of employees were subject to
regulations regarding personal devices used for work
(Barlettea et al, 2021). For that purpose, effective BYOD
related cyber security strategy and policy are necessary in
organizational, application, and device level for BYOD
practice in the workplace (Zhiling et al., 2019).

Effective BYOD practice is possible only with a
comprehensive security policy that defines the devices and
software to support, employee’s role-based access to data
resources, level of risk organization is willing to take,
employee privacy, etc. (Jonathan and Misra, 2016). It may
require organizations to review and change their existing IT
policies (Musarurwa et al., 2018). Organization should review
whether its current cyber security policy addresses the BYOD
practice. Otherwise, they must revise the policy to outline the
rules, laws and practices that include the organizational right to
check employee-owned devices, when necessary, in BOYD
practice.
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Figure 2. Comprehensive BYOD Security Policy

Employee Compliance: As cyber security concerns have
become critical in BYOD practice, it is vital for employees to
comply with the organization's cyber security policy (Tu et al.,
2019, Zhiling et al, 2019). Prior studies highlight that
compliance to BYOD policy can help ensure cyber security
(Yang et al., 2019). Therefore, employees must be familiar and
comply with these policies (Mitrovic et al., 2014). However,
employees could be negligent toward adherence to the BYOD
security policy (Palanisamy et al., 2022). Hence, before BYOD
practice, employees must sign a BYOD agreement that
explains the responsibilities of employees as well as
organization, defines consequences of noncompliance, etc.
(Wani et al,, 2020). Also, in order to ensure fairness and
employees willingly follow the security process, they should
be consulted when deciding BYOD policy (Downer and
Bhattacharya, 2022).

Role-based Access: The policy should include a detailed
statement of authorized employers who can have access to the
organizational resources. The degree of access by employees
in organizational data and resources should be based on the
responsibilities and roles they play in their organization
(Jonathan and Misra, 2016). The policy must precisely specify
the role-based access to the organizational data and resources
from employee-owned devices. Ensure appropriate access to
verified BYOD employees through strong authentication,
authorization, and access control mechanisms (Wani et al.,
2020). To ensure restricted role-based access in BOYD
practice, organizations should have a separate standard user
account for each employee, assign a password to each user
account, use the standard user accounts for daily use, and
protect user sessions from unauthorized physical access.
Safeguard restricted access to the mobile devices used in
BOYD practice by setting a password or unique personal
identification number (PIN), and device automatically locked
after a certain idle period. Also, maintain the device security
on an ongoing basis, such as changing passwords regularly and
check the status of security software periodically (Souppaya
and Scarfone, 2016).

Awareness and Training: The policy should include details
for employee awareness and training with required guidelines
on how to keep the sensitive data secured in BYOD practice
for the best interest of both institution and employee. Policy
needs to require training that should provide employees

information regarding the appropriate and inappropriate use of
their personal devices for job-related work (Jonathan and
Misra, 2016). Policy of BOYD related cyber security
awareness and training programs must be designed aligning
with the organization’s mission and supporting the business
context and relevant to its culture of the organization (Bada
and Nurse, 2019).

Type of Device: The policy should clearly describe the type of
devices to be allowed in BYOD practice. A highly restricted
devices policy specifies all the details of the devices to be used
in organizational works. A flexible devices policy allows
employees to bring any device of their choice provided it can
serve for work (Jonathan and Misra, 2016). Device policy
should allow employers to use security-compatible devices
only to access the organizational resources for work
(Zambrano and Rafael, 2018).

Securing Personal and Organizational Data: Detail
guidelines separating organizational data and employee’s
personal data, enforcing employees to register their personal
devices that will be used in workplace, enabling remote access
using mobile devices through virtual private network (VPN),
data encryption, etc. (Jonathan and Misra, 2016). Also,
employees should not connect their mobile device used in
BOYD practice in unknown unsecure public charging station
(Souppaya and Scarfone, 2016).

Conclusion

BYOD practice allows employees using their personal devices
to access organizational data and resources to perform their
job-related work that enhance productivity, employee
satisfaction, convenience, cut operational costs, and add value
to the business of the organizations (Hovav and Putri, 2016).
However, the literature on BOYD practice related to cyber
security has highlighted that BYOD practice can increase the
threat to cyber security at workplaces. The security risks can
seriously hurt organizational reputation and business goal
achievement. Therefore, it is very important for organizations
to have standard policy regarding BOYD practice that their
employees must comply with. The organizations need to
ensure that employees are strictly compliant with the BOYD
practice related security policies. This study will have
significant implications on organizational management in
designing and implementing BYOD practice related to cyber
security awareness and training within their organizations
following specific security policy.
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